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THE CHALLENGE
  
The recent proliferation of laptops and remote workers is creating challenges for IT:

•	Critical data on laptops unprotected. Over 28% of corporate data resides exclusively 
on laptops, of which only 35% are regularly backed up.

•	 Create	security	and	compliance	issues	for	IT	as	they	share	files	using	consumer-
grade applications. 

“Electronic	faxing	and	portability	make	so	much	business	sense,”	concluded	the	firm’s	
Global Collaboration:

•	Critical corporate data residing on endpoints is securely backed up.
•	 Ensuring sensitive corporate data residing on endpoints does not fall  

into the wrong hands.
•	 Endpoint solutions for backup are not obtrusive to users.
•	 End users do not have to deal with multiple solutions for backup  

and security / protection.
•	 IT Security and visibility do not compromise end user experience.

KeepItSafe	is	a	fully	automated	endpoint	data	protection	solution	offered	as	a	software-
as-a-service.	Offering	secure	data	storage	on	a	virtual	private	cloud	with	global,	client-
side, application aware deduplication and WAN optimization, KeepItSafe Workforce allows 
immediate	access	to	files	and	folders	across	all	devices.



•	

 
THE SOLUTION
  
Global	de-dupe	backup:	We	only	backup	a	single	instance	of	each	block	of	content	across	all	
files,	globally	across	all	devices.	Considering	the	majority	of	emails,	attachments	or	documents	
are duplicated across user laptops, we can save up to 90% on bandwidth and storage costs.

•	 Data	Encryption	on	Devices	Leaves	Nothing	in	Clear	Text-	Critical	files	and	folders	on	
laptops and mobile devices can be selected for data encryption, so they are protected 
with the highest encryption standards.

•	Remote Deactivation – In the event of lost or stolen devices Workforce enables remote 
deactivation. This assures IT that lost data do not end up in the wrong hands. Once 
deactivated, the device is wiped clean and bears no trace of any data.

•	 Management	and	Reporting	Capabilities	-	Workforce	gives	administrators	powerful	
tools	to	analyse	endpoint	data-usage	trends,	globally	locate	any	file	or	folder	across	any	
device,	and	consume	real-time	reports	to	obtain	insights	into	endpoint	data	across	 
the enterprise.

•	 Geolocation	-	Workforce	tracks	the	geographical	location	of	your	devices	within	a	range	
of 10 to 20 meters at any point in time.

•	 Security	–	End-to-End	Data	Security 
256-bit	SSL	encryption	for	data	in	transit 
256-bit	AES	encryption	for	data	in	storage

•	 Auto resume functionality – Workforce can recover gracefully, after a laptop is switched 
off and can auto resume a backup from where it left off.

•	 Restore	options	–	You	can	restore	files	and	folders	instantly	from	any	time	in	the	past,	
with	powerful	search	functionality	that	allow	administrators	to	search	for	files	globally	
across all devices.	
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THE KEEPITSAFE® ADVANTAGE:

KeepItSafe® is a provider dedicated to offering a high quality service for 
business.	We	are	one	of	few	companies	worldwide	that	are	ISO	27001	certified. 
 
Support levels: We provide 24/7 support with a global support team. 
 
No hidden costs – No installation, restore charges, bandwidth charges. 
 
Data centers – All data is stored in multiple geographical locations within your 
region. This guarantees that your data is recoverable at all times. 


